                  ----- Login in SS: SUBSPACE.EXE v1.35 low level flow ----- 

Each time you log in SS the following portions of code are executed by SUBSPACE.EXE.

This code is in SUBSPACE.BIN (overlay used by SUBSPACE.EXE).

1. SUBSPACE.EXE prepares a primary key and a buffer of keys for packet encryption/decryption.

   The routine is at CS:00444790 (to CS:00444948).

   The primary key (long) is stored at DS:00C78D1A

   The buffer of secondary keys is at DS:00C78D22 (to DS:00C78F29)

   The critical portion of the routine is:

 Address  Machine code            Assembly code                  Remarks

 -------- ----------------------- ------------------------------ ----------------------------------

:004447EA 894E3E                  mov dword ptr [esi+3E], ecx    ;Store primary key at DS:00C78D1A

:004447ED 8D7E46                  lea edi, dword ptr [esi+46]    ;Move C78D22 to EDI

:004447F0 C744242404010000        mov [esp+24], 00000104         ;Move loop counter (104) to memory

:004447F8 B85F0B4E83              mov eax, 834E0B5F                 ;Buf key loop head

:004447FD F7E9                    imul ecx                          ;

:004447FF 03D1                    add edx, ecx                      ;

:00444801 C1FA10                  sar edx, 10                       ;

:00444804 8BC2                    mov eax, edx                      ;

:00444806 C1E81F                  shr eax, 1F                       ;

:00444809 03D0                    add edx, eax                      ;

:0044480B 8D04D2                  lea eax, dword ptr [edx+8*edx]    ;

:0044480E C1E003                  shl eax, 03                       ;

:00444811 2BC2                    sub eax, edx                      ;

:00444813 8D0480                  lea eax, dword ptr [eax+4*eax]    ;

:00444816 D1E0                    shl eax, 1                        ;

:00444818 2BC2                    sub eax, edx                      ;

:0044481A C1E002                  shl eax, 02                       ;

:0044481D 8BE8                    mov ebp, eax                      ;

:0044481F 8BC1                    mov eax, ecx                      ;

:00444821 99                      cdq                               ;

:00444822 B91DF30100              mov ecx, 0001F31D                 ;

:00444827 F7F9                    idiv ecx                          ;

:00444829 69D2A7410000            imul edx, 000041A7                ;

:0044482F 2BD5                    sub edx, ebp                      ;

:00444831 83C27B                  add edx, 0000007B                 ;

:00444834 3BD3                    cmp edx, ebx                      ;

:00444836 8BCA                    mov ecx, edx                      ;

:00444838 7F06                    jg 00444840                       ;

:0044483A 8D8AFFFFFF7F            lea ecx, dword ptr [edx+7FFFFFFF] ;

:00444840 8B442424                mov eax, dword ptr [esp+24]       ;Get loop counter from memory

:00444844 66890F                  mov word ptr [edi], cx            ;Store key into buffer (2 bytes)

:00444847 83C702                  add edi, 00000002                 ;Point to next buf position

:0044484A 48                      dec eax                           ;Loop counter = loop counter - 1

:0044484B 89442424                mov dword ptr [esp+24], eax       ;Store loop counter in memory

:0044484F 75A7                    jne 004447F8                      ;Buf key loop foot: If EAX <> 0                    

                                                                    ;              then goto 4447F8

2. Subspace.exe prepares an 8 bytes packet to be sent to subgame.exe: 00 01 XX XX XX XX 01 00

   (XX XX XX XX is the primary key (long) for packet encryption/decryption)

   Subspace is preparing the packet at CS:00445454 (to CS:004454AB)

   The buffer for encryption is at DS:0063EDE8 (to DS:0063EDF0)

 Address  Machine code            Assembly code                Remarks

 -------- ----------------------- ---------------------------- ----------------------------------

:00445454 FF15F8654B00            Call dword ptr [004B65F8]    ;Call GetTickCount and skip the SendTo part

:0044545A 8BC8                    mov ecx, eax                 ;until a counter reaches 64

:0044545C B8CDCCCCCC              mov eax, CCCCCCCD            ;    ''

:00445461 F7E1                    mul ecx                      ;    ''

:00445463 8B5D36                  mov ebx, dword ptr [ebp+36]  ;    '' [C78D12]

:00445466 C1EA03                  shr edx, 03                  ;    ''

:00445469 8BC2                    mov eax, edx                 ;    ''

:0044546B 2BC3                    sub eax, ebx                 ;    ''

:0044546D 99                      cdq                          ;    ''

:0044546E 33C2                    xor eax, edx                 ;    ''

:00445472 83F864                  cmp eax, 00000064            ;If EAX <= 64 (signed) then

:00445475 0F8EDD020000            jle 00445758                 ;Exit function

:0044547B 8B553E                  mov edx, dword ptr [ebp+3E]  ;EDX=[C78D1A] (key)

:0044547E 8D442410                lea eax, dword ptr [esp+10]  ;Composing call to SendTo routine

:00445482 6A08                    push 00000008                ;    ''

:00445484 50                      push eax                     ;    ''

:00445485 8BCD                    mov ecx, ebp                 ;    ''

:00445487 C644241800              mov [esp+18], 00             ;Move 00 to byte 0 [63EDE8]

:0044548C C644241901              mov [esp+19], 01             ;Move 01 to byte 1 [63EDE9]

:00445491 8954241A                mov dword ptr [esp+1A], edx  ;Move Key to bytes 2,3,4,5 [63EDEA-63EDEE]

:00445495 66C744241E0100          mov [esp+1E], 0001           ;Move 01 00 to by 6,7 [63EDEF-63EDF0]  

:0044549C E89FF6FFFF              call 00444B40                ;Calls SendTo (and more stuff)

:004454A1 5F                      pop edi                      ;Restore registers

:004454A2 5E                      pop esi                      ;    ''

:004454A3 5D                      pop ebp                      ;    ''

:004454A4 5B                      pop ebx                      ;    ''

:004454A5 81C410020000            add esp, 00000210            ;    ''

:004454AB C3                      ret                          ;Return

3. Subspace sends the 8 bytes packet containing the primary key to subgame: 00 01 XX XX XX XX 01 00

   The buffer containing the data to be sent is at DS:0063EDE8 (to DS:0063EDF0)

4. Subspace receives a 6 bytes packet from subgame: 00 02 XX XX XX XX

   XX XX XX XX is the key sent by server.

   The RecvFrom buffer is at DS:00D70814.

   Subspace updates the primary key and the key buf with the server key.

   The routine is at CS:00444D10 (to CS:00444DF6)

 Address  Machine code            Assembly code                Remarks

 -------- ----------------------- ---------------------------- ----------------------------------

:00444D10 83EC0C                  sub esp, 0000000C

:00444D13 BA04000000              mov edx, 00000004

:00444D18 53                      push ebx

:00444D19 55                      push ebp

:00444D1A 8BE9                    mov ebp, ecx

:00444D1C 56                      push esi

:00444D1D 57                      push edi

:00444D1E 8B4D32                  mov ecx, dword ptr [ebp+32]    ;[C78D0E]=1

:00444D21 3BCA                    cmp ecx, edx

:00444D23 0F84B1000000            je 00444DDA

:00444D29 8B742420                mov esi, dword ptr [esp+20]    ;[63EFB8]=D70814 (recv buf addr)

:00444D2D 803E00                  cmp byte ptr [esi], 00

:00444D30 0F85AD060000            jne 004453E3

:00444D36 8B7C2424                mov edi, dword ptr [esp+24]    ;[63EFBC]=6 (recv buf len)

:00444D3A 83FF01                  cmp edi, 00000001

:00444D3D 0F8E9B000000            jle 00444DDE

:00444D43 0FBE4601                movsx eax, byte ptr [esi+01]   ;[D70815]

:00444D47 83C0FE                  add eax, FFFFFFFE

:00444D4A 83F80C                  cmp eax, 0000000C

:00444D4D 0F878B000000            ja 00444DDE

:00444D53 FF248504544400          jmp dword ptr [4*eax+00445404] ;[444D5A]

:00444D5A 83F901                  cmp ecx, 00000001

:00444D5D 757F                    jne 00444DDE

:00444D5F 8B4E02                  mov ecx, dword ptr [esi+02]    ;[D70816]=server key

:00444D62 8BC1                    mov eax, ecx

:00444D64 99                      cdq

:00444D65 8BF8                    mov edi, eax

:00444D67 8B453E                  mov eax, dword ptr [ebp+3E]    ;[C78D1A]=primary key

:00444D6A 33FA                    xor edi, edx

:00444D6C 2BFA                    sub edi, edx

:00444D6E 99                      cdq

:00444D6F 33C2                    xor eax, edx

:00444D71 2BC2                    sub eax, edx

:00444D73 3BC7                    cmp eax, edi

:00444D75 7567                    jne 00444DDE

:00444D77 894D3E                  mov dword ptr [ebp+3E], ecx    ;[C78D1A], ECX=server key.

:00444D7A 8D7546                  lea esi, dword ptr [ebp+46]    ;[C78D22]=key buf ini

:00444D7D BF04010000              mov edi, 00000104              ;104x2=length of key buf

:00444D82 B85F0B4E83              mov eax, 834E0B5F                 ;Update key buf head

:00444D87 F7E9                    imul ecx                          ;

:00444D89 03D1                    add edx, ecx                      ;

:00444D8B C1FA10                  sar edx, 10                       ;

:00444D8E 8BC2                    mov eax, edx                      ;

:00444D90 C1E81F                  shr eax, 1F                       ;

:00444D93 03D0                    add edx, eax                      ;

:00444D95 8D04D2                  lea eax, dword ptr [edx+8*edx]    ;

:00444D98 C1E003                  shl eax, 03                       ;

:00444D9B 2BC2                    sub eax, edx                      ;

:00444D9D 8D0480                  lea eax, dword ptr [eax+4*eax]    ;

:00444DA0 D1E0                    shl eax, 1                        ;

:00444DA2 2BC2                    sub eax, edx                      ;

:00444DA4 C1E002                  shl eax, 02                       ;

:00444DA7 8BD8                    mov ebx, eax                      ;

:00444DA9 8BC1                    mov eax, ecx                      ;

:00444DAB 99                      cdq                               ;

:00444DAC B91DF30100              mov ecx, 0001F31D                 ;

:00444DB1 F7F9                    idiv ecx                          ;

:00444DB3 69D2A7410000            imul edx, 000041A7                ;

:00444DB9 2BD3                    sub edx, ebx                      ;

:00444DBB 83C27B                  add edx, 0000007B                 ;

:00444DBE 85D2                    test edx, edx                     ;

:00444DC0 8BCA                    mov ecx, edx                      ;

:00444DC2 7F06                    jg 00444DCA                       ;

:00444DC4 8D8AFFFFFF7F            lea ecx, dword ptr [edx+7FFFFFFF] ;

:00444DCA 66890E                  mov word ptr [esi], cx            ;

:00444DCD 83C602                  add esi, 00000002                 ;

:00444DD0 4F                      dec edi                           ;

:00444DD1 75AF                    jne 00444D82                      ;Update key buf foot

:00444DD3 C7453202000000          mov [ebp+32], 00000002

:00444DDA 8B742420                mov esi, dword ptr [esp+20]

:00444DDE 8B442428                mov eax, dword ptr [esp+28]

:00444DE2 85C0                    test eax, eax

:00444DE4 7409                    je 00444DEF

:00444DE6 56                      push esi

:00444DE7 E85436FEFF              call 00428440

:00444DEC 83C404                  add esp, 00000004

:00444DEF 5F                      pop edi

:00444DF0 5E                      pop esi

:00444DF1 5D                      pop ebp

:00444DF2 5B                      pop ebx

:00444DF3 83C40C                  add esp, 0000000C

:00444DF6 C20C00                  ret 000C

5. Subspace compose a packet with user name and password and encrypt it.

   The packet buffer is at DS:0063E9D4. The packet length is 6B.

   The packet structure is:

0  1  2  3  4  5  6  7  8  9  A  B  C  D  E  F

0  00 03 00 00 00 00 09 00 NN NN NN NN NN NN NN NN

1  NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN

2  NN NN NN NN NN NN NN NN PP PP PP PP PP PP PP PP

3  PP PP PP PP PP PP PP PP PP PP PP PP PP PP PP PP

4  PP PP PP PP PP PP PP PP E5 19 97 33 04 C4 FF 6B

5  BD 86 00 BC 01 00 00 2B 02 00 00 78 DE 8C 9E 00

6  00 00 00 00 00 00 00 00 00 00 00

NN=user name

PP=user password

The bytes at 4F and 50 has a value of 6B BD when login in lanc, shark or spec. They has a value of 7B FF when login in warbird, javelin, spider, leviathan, terrier or weassel.

The other values in the packet are constants.

The routine which is encrypting the packet is at CS:00444B40 (to CS:00444D0D).

Everything becomes encrypted except for the 2 first bytes of packet (packet ID = 00 03).

The critical portion of the routine is:

 Address  Machine code            Assembly code                Remarks

 -------- ----------------------- ---------------------------- ----------------------------------

:00444B40 81EC14040000            sub esp, 00000414

:00444B46 53                      push ebx

:00444B47 8BD9                    mov ebx, ecx

:00444B49 837B3204                cmp dword ptr [ebx+32], 00000004

:00444B4D 0F84B3010000            je 00444D06

:00444B53 57                      push edi

:00444B54 56                      push esi

:00444B55 55                      push ebp

:00444B56 8B6B3E                  mov ebp, dword ptr [ebx+3E]       ;[C78D1A]=primary key

:00444B59 85ED                    test ebp, ebp

:00444B5B 0F8EBC000000            jle 00444C1D

:00444B61 8BB42428040000          mov esi, dword ptr [esp+00000428] ;[63EDD8]=D80F2A (player login data)

:00444B68 8A06                    mov al, byte ptr [esi]

:00444B6A 84C0                    test al, al

:00444B6C 88442413                mov byte ptr [esp+13], al

:00444B70 7513                    jne 00444B85

:00444B72 8A4601                  mov al, byte ptr [esi+01]

:00444B75 3C01                    cmp al, 01

:00444B77 0F84A0000000            je 00444C1D

:00444B7D 3C02                    cmp al, 02

:00444B7F 0F8498000000            je 00444C1D

:00444B85 8B94242C040000          mov edx, dword ptr [esp+0000042C]

:00444B8C 8D7C2424                lea edi, dword ptr [esp+24]        ;[63E9D4]=buf for encr./SendTo

:00444B90 8BCA                    mov ecx, edx

:00444B92 8BC1                    mov eax, ecx

:00444B94 C1E902                  shr ecx, 02

:00444B97 F3                      repz                               ;Move player login data to

:00444B98 A5                      movsd                              ;buf for encryption and SendTo

:00444B99 8BC8                    mov ecx, eax

:00444B9B 8A442413                mov al, byte ptr [esp+13]

:00444B9F 83E103                  and ecx, 00000003

:00444BA2 84C0                    test al, al

:00444BA4 F3                      repz

:00444BA5 A4                      movsb

:00444BA6 7535                    jne 00444BDD

:00444BA8 42                      inc edx

:00444BA9 8D7C2426                lea edi, dword ptr [esp+26]

:00444BAD C1EA02                  shr edx, 02

:00444BB0 8D442426                lea eax, dword ptr [esp+26]

:00444BB4 8D7346                  lea esi, dword ptr [ebx+46]

:00444BB7 8D549426                lea edx, dword ptr [esp+4*edx+26]

:00444BBB 8BCD                    mov ecx, ebp

:00444BBD 3BFA                    cmp edi, edx

:00444BBF 7451                    je 00444C12

:00444BC1 8D7C2426                lea edi, dword ptr [esp+26]

:00444BC5 2BF7                    sub esi, edi

                                                                  ;Packet encryption loop head

:00444BC7 8B3C30                  mov edi, dword ptr [eax+esi]    ;  Load 2nd key from key buf

:00444BCA 83C004                  add eax, 00000004               ;  Point to next 4 bytes

:00444BCD 33F9                    xor edi, ecx                    ;  Encrypt

:00444BCF 8B48FC                  mov ecx, dword ptr [eax-04]     ;  Load 4 bytes to encr in ECX

:00444BD2 33CF                    xor ecx, edi                    ;  Encrypt

:00444BD4 3BC2                    cmp eax, edx                    ;  Check for end loop

:00444BD6 8948FC                  mov dword ptr [eax-04], ecx     ;  Store 4 bytes encrypted

:00444BD9 75EC                    jne 00444BC7                    ;Packet encryption loop foot

6. Subspace sends the 6B bytes encrypted login packet to server.

   The buffer containing the data to be sent is at DS:0063E9D4 (length=6B).

7. Subspace sends an E bytes packet to the server.

   The buffer containing the data to be sent is at DS:0063E9C4 (length=E).

